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Abstract—The proliferation of Internet of Things (1oT) devices
has brought about significant advancements in various sectors,
including healthcare, manufacturing, and smart cities. However,
the security of these devices remains a critical concern. This paper
presents a novel approach to enhancing IoT device security by
integrating Digital Twins (DTs) with lightweight cryptography,
specifically the TinyJAMBU algorithm. The study explores the
architecture and implementation of this approach using the
Eclipse Ditto framework and MQTT protocol. The results
demonstrate the effectiveness of the proposed solution in ensuring
data confidentiality, integrity, and authentication while
maintaining low computational overhead suitable for
resourceconstrained 10T devices. This research contributes to the
field by providing a scalable and efficient security solution for loT
ecosystems.

Index Terms—IoT Security, Digital Twins,
Cryptography, TinyJAMBU, Eclipse Ditto, MQTT
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l. INTRODUCTION

A huge transformation is observed in our daily life routine
since most of our routines nowadays count on 10T devices and
technology. From smartphones to smart TVs, smart cards, and
others.

The Internet of Things (1oT) describes physical objects that
connect and communicate with each other over the internet or
through another communications network. These objects can be
located in smart homes, smart cities, health institutes,
universities, etc. With the new development of Technology, the
usage of IoT devices has increased connecting anytime and
anywhere with 10T Solutions. Whether they are connected to
people, devices, or data. That is why it is estimated that by the
year 2030, the number of connected devices will reach around
500 billion devices [1].

The Internet of Things (1oT) has revolutionized various
industries by ingesting the loT devices generated data. In
particular, 10T devices are connected to Digital Twins that are
virtual replicas of the physical devices and they act as
intermediaries between physical 10T devices and their control
systems. More particularly, it mirrors the behavior, attributes,
and interactions of its physical counterpart in real-time or near
real-time. They are used then for monitoring, analyzing,

simulating, and optimizing the performance of physical assets
or systems. They enable data-driven insights, predictive
maintenance, and decision-making based on accurate
simulations and historical data.

However, this connectivity also introduces substantial
security vulnerabilities [2], [3], [4] and [5] that we summarize
as follows:

. Unauthorized Access: The attacker exploits a
vulnerability in the IoT device’s communication protocol
or gains access to the network infrastructure to intercept
data exchanged between the device and its Digital Twin.
This unauthorized access allows the attacker to eavesdrop
on sensitive information, such as sensor readings, control
commands, or system configurations.

. Manipulation of Digital Twin Data: With access to the
communication channel, the attacker can manipulate the
data exchanged between the loT device and its Digital
Twin. For example, they can send false sensor readings to
the Digital Twin, leading to inaccurate simulations and
misleading insights. This manipulation can disrupt
operational decision-making based on Digital Twin
analytics, leading to inefficient resource allocation or
erroneous predictions.

. Impact on Control Systems: The compromised Digital
Twin, reflecting manipulated data from the 10T device,
can trigger false alarms, initiate incorrect control actions,
or provide misleading recommendations to the control
systems. This can result in unintended consequences, such
as equipment malfunctions, production errors, or safety
hazards in the manufacturing process.

. Exploitation of Trust Relationships: Many loT systems
establish trust relationships between devices and their
Digital Twins for seamless communication and
coordination. The attacker may exploit these trust
relationships to impersonate a trusted entity, inject
malicious commands into the Digital Twin’s control loop,
or bypass authentication mechanisms, leading to further
compromise and system manipulation.



. Escalation to Physical Damage: In a worst-case scenario,
if the attacker successfully manipulates Digital Twin data
to execute unauthorized control commands or override
safety protocols, it can lead to physical damage to
equipment, infrastructure, or even pose risks to personnel
safety within the industrial environment.

To mitigate such substantial security vulnerabilities between
loT devices and Digital Twins, robust security measures are
essential. Existing works implement secure communication
protocols (e.g., TLS/SSL), enforcing access control
mechanisms, encrypting data at rest and in transit, regularly
updating firmware and software patches, and conducting
security audits and penetration testing.

In this paper, we propose a novel approach to enhancing loT
device security by integrating Digital Twins (DTs) with
lightweight cryptography, specifically the TinyJAMBU
algorithm. The study explores the architecture and
implementation of this approach using the Eclipse Ditto
framework and MQTT protocol. The results demonstrate the
effectiveness of the proposed solution in ensuring data
confidentiality, integrity, and authentication while maintaining
low computational overhead suitable for resource-constrained
loT devices.

Il. RELATED WORKS

We conducted a Systematic Literature Review (SLR) to
identify existing studies on the use of Digital Twins and
lightweight cryptography in enhancing loT security. The
review involved a comprehensive search of relevant databases,
followed by a detailed analysis of selected papers.

In [6] A comprehensive review of the existing methods for
testing cyber—physical systems with digital twins is presented
in this paper. The authors speculated and suggested the
necessary next steps in this field, in addition to identifying
research gaps. They used a manual, systematic method to
narrow the initial 480 studies down to 26 that met the review
protocol. The following observations are made in this article:
There is a lack of agreement on the definitions of digital twins,
which are numerous and frequently domain-specific, leading to
confusion. The authors looked at multiple definitions and the
confusion caused by a lack of agreement across the many
application areas. As technology becomes easier to access,
digital twin-based testing is becoming more popular. Adoption
of new platforms and frameworks rises, allowing for expansion
into new areas. In this review, digital twins typically favored
passive testing methods that monitor the system while it is
being used. Moving toward active and predictive testing may
give safety-critical systems more confidence.

In [7] the authors presented, analyzed, and gave
recommendations based on an industry-university project that
developed a multi-component digital twin for an industrial
overhead crane ’Ilmatar’. The Digital twin consists of eight
distinct application cases designed for the designers,
maintainers, and operators of the crane. It is built with two tools
(OSEMA and OPC UA-GraphQL wrapper) and three
frameworks (FDTF, DT core, and DT-PLM) developed during
the project. One use case was created by combining a number

of systems and stakeholders; however, the remaining
applications were not combined into a single digital twin that
was coherent. Moreover, the authors made it abundantly clear
that the amount of coordination required to build integrated
digital twins may not be worth the effort with the tools currently
available. As a result, the lack of tools or their inadequacy is
seen as a major obstacle to the creation of integrated digital
twins. The examples presented in the paper show that user-
friendly APIs accelerate application development are necessary
for application innovation. However, the workforce must
acquire new skills in order to effectively utilize the existing
APIs:  First, every employee should have a general
understanding of what can be done with APIs. Second, the
technical know-how to use them as tools for those who can use
API data in their daily work. Third, the technical skills to offer
APIs as a service to other employees. Utilizing API data at this
time necessitates too much effort; consequently, the authors
advocated making investments in user-friendly interfaces and
treating them as valuable digital infrastructure. In addition, such
APIs would necessitate user-friendly and secure authentication,
a feature that will greatly assist in maintaining privacy and
security. The APIs are used to get the data from the DT core to
create, update, delete, and read data using the database-related
common SQL operations. Additionally, the database-related
common SQL operations and analytical operations of the DT
core are included with security measures to protect each query
and, if necessary, authenticate it. In addition, the paper had two
limitations. The first was that their study could be subjected to
researcher bias. The second limitation is that the authors
primarily concentrated on one industry-university project and
obtained information from that project. However, the authors
were able to acquire more in-depth data using this method of
data collection than is possible through outside observation.
This study’s theory formation method, Grounded Theory,
focuses on the creation of new theories rather than theory
evaluation. As a result, more development experiences should
be compared to see if the findings are applicable to the
development of integrated digital twins as a whole or just to the
research project.

In [8], the study aims to consolidate the fragmented literature
on digital twins in the process industry and to propose
conceptual models for the enablers and barriers to their
implementation. The following were the categories of the
obstacles: Issues with system integration, such as a lack of
integration and challenges in ensuring interoperability. Security
issues, such as privacy and security concerns, challenges in
ensuring data transparency and IP protection. Performance
issues, such as difficulties in ensuring low latency and effective
communication and data analysis. Moreover, Problems arouse
with the organization, such as a lack of specialists and expertise
and difficulties ensuring centralization and standardization. In
addition, Data quality issues, and Environment issues were
addressed in this paper such as data unavailability and data
ownership. In addition to difficulties for choosing the correct
simulation software and virtual testing. Because of the indirect
connection between these barriers.



In [9], the extension to the Six-Layer Architecture for Digital
Twins (SLADT) that aids in the aggregate of various DTs that
the authors proposed is called Six-Layer Architecture for
Digital Twins with Aggregation (SLADTA). This makes it
easier for several digital twins to interact with one another. It
has six layers. The first layer is the layer of the sensors and the
devices. The second layer consists of the controllers which are
the Programmable Logic Controllers (PLCs). The third layer, is
the local data repository. The fourth layer, is the one that
contains the 10T gateway. Whereas for the fifth and the sixth
layer they are the cloud based information repositories along
with the emulations and simulations respectively. Modularity,
adaptability, and aggregation that can be reconfigured are all
features this system provides. Additionally, the architecture
permits the control of information access, which means that one
DT can prevent another from accessing confidential data.
Additionally, when instructions are sent from higher-level DTs,
each level of DT will implement safeguards. In this new design,
the correspondence of the DTs is confined to just their separate
information archives (Layer 3). This restriction makes it easier
to use software with great cybersecurity features like OPC UA
for the aggregation. Lastly, the decision-making process is
confined to the data for each DT.

In [10], the authors were able to describe the most up-todate
sensor and visualization systems after reviewing a large number
of articles on construction safety. In addition, they discovered
that DTs, in conjunction with sensors, visualization
technologies, and loTs, offer the capacity to automatically
synchronize construction activities, which may contribute to an
increase in construction workforce safety. Additionally, the
creators had the option to distinguish what’s more, depict a
couple of difficulties by utilizing the sensor and perception
innovations. The main ones are problems with processing and
synchronizing information: 1. A lack of techniques for
synchronizing the construction’s complex and dynamic
information. 2. When working with complex logical
relationships between objects, hazards, and safety rules, the
amount of information that can be processed is limited. 3. The
method that will be utilized to provide the on-site workers with
safety information and warnings is still unclear. The DT
technology becomes quite appealing to businesses due to all of
the aforementioned benefits. Companies are able to analyze and
improve their systems as well as implement new designs thanks
to the idea. However, the technology’s popularity also raises
numerous new cybersecurity issues.

In [11] The authors investigated the dangers associated with
the Cyber Physical Systems (CPS) that make use of the DT
technology. These CPS will also make it possible for distributed
remote control of industrial assets, increasing the strain on loT
authentication and authorization. They also mentioned some
issues with security as the following: An adversary can take
advantage of a wulnerability in the DTphysical asset
communication security to introduce a divergence in the state
or behavior of the digital twin or physical representation, or
even both. An adversary will have an easier time learning trade
secrets if the use of a DT causes some confidentiality issues.
The potential for a Cyber Digital Twin (CDT) to contain

various security configurations for an entire Information and
Communications Technology (ICT) or Operational Technology
(OT) infrastructure. 1f an adversary is able to gain some control,
this will expose all of the data for the configurations, allowing
the attacker to carry out, for instance, a zero-day attack. In spite
of these concerns about security, the authors thought about
ways to reduce the risks to cybersecurity by using DTs, which
will make them an important part of cybersecurity defense. The
DTs and CDTs have the potential to significantly increase
security in critical infrastructures if implemented.

I11. PROPOSED METHOD
Our proposed method consists of the following main
components as illustrated in Figure 1:

. loT Devices: Physical devices equipped with sensors to
collect data.

. Digital Twins: Digital Twins (DTs) are virtual
representations of physical devices that provide real-time
monitoring, control, and analysis capabilities. In this
study, the Eclipse Ditto framework is used to manage DTs.
Ditto enables the creation, management, and
synchronization of DTs with their physical counterparts,
ensuring that any changes in the physical device are
accurately reflected in the virtual model.

. Lightweight Cryptography: TinyJAMBU is a lightweight
authenticated encryption algorithm designed for resource-
constrained environments such as 10T devices. It uses a
128-bit key and provides strong security guarantees
against common cryptographic attacks. The algorithm is
particularly suitable for 10T applications due to its low
computational and memory overheadalgorithm for
encrypting and securing data transmissions.

. Secure Communication Model: The proposed security
framework employs the MQTT protocol for secure
communication between loT devices and their
corresponding DTs. MQTT is a lightweight messaging
protocol that is widely used in 10T applications due to its
low bandwidth requirements and efficient message
delivery.

First, data from IoT devices are encrypted using
TinyJAMBU before being transmitted to the DTs. Then, the
encrypted data is sent with the communication model managed
by the Eclipse Ditto framework. Finally, the DTs decrypt the
data for processing and analysis. This ensures that the data
remains confidential and secure during transmission.
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Fig. 1. Experiment Setup

IV. IMPLEMENTATION AND EXPERIMENT SETUP

This section details the implementation of our proposed
approach, including the setup of 10T devices, creation of Digital
Twins, and integration of TinyJAMBU for data encryption.

A. 10T Device Setup

For the IloT device setup, we used an Arduino
microcontroller. It serves as the core processing unit,
interfacing with a DHT11 sensor for precise temperature and
humidity monitoring. The DHT11 sensor is connected to the
Arduino board via a breadboard using jumper wires, with its
VCC pin linked to the Arduino’s 5V pin, GND to GND, and
data pin to a designated digital input pin.

B. Digital Twin Creation

We then created Digital Twins using the Ditto framework.
We run Ditto locally using Docker. We created a namespace to
logically group the Digital Twins and we created a digital twin
instance using Ditto APl with 2 features: Temperature and
Huimdity.

C. Data Encryption with TinyJJAMBU

We encrypt data collected from the Arduino (temperature and
humidity readings) before to ensure secure transmission
TinyJAMBU lightweight cryptographic algorithm. The
encryption process involves using a 128-bit encryption key, and
a 96-bit nonce. Additionally, an authentication tag of 16 bytes
is generated to ensure data integrity during transmission.

D. MQTT Configuration

For loT data transmission, we used the MQTT protocol. In
particular, to establish the communication we specified the
MQTT broker’s port to 1883. We assigned the MQTT client
(Arduino) a unique client ID ("arduino123”) to identify itself to
the broker. For authentication, we setup a username and
password to connect to the broker securely. Data is published
to and subscribed from MQTT topics (’sensors/temperature”)
that serve as communication channels. We also set the Quality
of Service (QoS) level to 2 to ensure message delivery, and the
retain flag to True to indicate to the broker that should retain
the last message for new subscribers. This MQTT configuration

enables efficient and reliable data transmission in loT
applications, ensuring that data is delivered with the desired
level of assurance and security.

V. RESULTS AND DISCUSSION
A. Overview

This section presents the results from our integrated loT
system, which includes Arduino DHT11 sensors, MQTT
communication, and Digital Twins via Eclipse Ditto, all
secured with TinyJAMBU encryption. The focus is on
evaluating the authentication and authorization mechanisms
and analyzing the system performance regarding security
operations.

B. Results: Authentication and Authorization Efficacy

1) Procedure: Simulated access attempts—both
authorized and unauthorized—were conducted to evaluate
the robustness of our security framework. Authentication
successes and failures were meticulously logged to assess
system resilience against security breaches.

2) Findings:

. Success Rate of Authentication Attempts: The system
authenticated 98% of legitimate access attempts
successfully, with 2% being rejected due to transient
network issues. There were no successful unauthorized
access attempts, demonstrating the efficacy of our security
measures as shown in Figure 2.

. Effectiveness of Encryption: TinyJAMBU encryption
ensured that data remained tamper-proof and confidential
during transit, confirming the algorithm’s effectiveness.

. Authorization Controls: Authorization policies were
strictly enforced, allowing only credentialed devices and
users to access or modify the Digital Twins.

Authentication Success Rate

Failed Authentications

Successful Authentications

Fig. 2. Authentication Success Rate. This figure shows the percentage of
successful authentication attempts versus failed attempts, highlighting the
robustness of the implemented authentication mechanisms.



C. System Latency and Throughput

1) Procedure: System latency and throughput were
measured by timing the transmission cycles and recording
data processing rates under various load conditions from
multiple sensors.

2) Findings:

. Impact of Security Measures on Performance: The
introduction of TinyJAMBU encryption caused a minimal
increase in latency (about 5%), which did not significantly
impact overall system throughput.

. Data Handling Efficiency: The system managed
concurrent data streams efficiently. The MQTT broker
processed up to 200 messages per second, and Eclipse
Ditto updated Digital Twins in real-time with minimal
delay as shown in Figures 3 and 4.
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Fig. 3. Latency Increase Due to Encryption. This figure demonstrates the slight
increase in system latency introduced by TinyJAMBU encryption, measured in
milliseconds.
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Fig. 4. System Throughput Over Time. This figure depicts the number of

messages processed per second over time, illustrating the efficiency of the
MQTT broker and Eclipse Ditto in handling data streams.

D. Security Strength Analysis

1) Cryptographic Strength: TinyJAMBU uses a 128-bit key,
which provides a strong defense against brute-force attacks.
Compared to standard algorithms like AES, which typically use
128, 192, or 256-bit keys, TinyJAMBU’s key size is sufficient
for most loT applications where resource constraints are
significant. For loT devices, especially those with limited
processing power and memory, a 128-bit key strikes a balance
between security and performance. It ensures robustness
against  brute-force  attacks while maintaining low
computational overhead, which is critical for devices with
constrained resources.

- Detailed Analysis:

— Brute-Force Attack Resilience: A 128-bit key length
provides 2128 possible combinations, making brute-
force attacks computationally infeasible with current
and foreseeable technology. This level of security is
generally considered sufficient for protecting data in
loT applications, where devices might have limited
computational capabilities and cannot afford the
overhead of larger key sizes as shown in Figure 5.
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Fig. 5. Brute-Force Attack Resilience. This figure illustrates the resilience of
TinyJAMBU's 128-bit key against brute-force attacks, demonstrating its
robustness in securing loT devices.

- Comparison with AES: AES-128, AES-192, and
AES-256 are widely used encryption standards. While
AES-192 and AES-256 offer higher security margins
due to their longer key lengths, AES-128 is often
chosen for its balance between security and
performance. TinyJAMBU, with its 128-bit key,
aligns with AES-128 in terms of key length but offers
advantages in lightweight environments as shown in
Figure 6.

- Lightweight Design: TinyJAMBU’s design is tailored
for constrained environments, making it more
efficient than AES in terms of power consumption,
memory usage, and computational speed. This makes



the energy consumption of different cryptographic algorithms,
emphasizing TinyJAMBU’s low energy usage, which is ideal
for 10T devices.

- Energy Efficiency: Using a 128-bit key in TinyJAMBU
ensures that loT devices can perform encryption and
decryption operations without significant battery drain,
which is crucial for maintaining the longevity of battery-
powered devices.

- Performance: The lightweight nature of TinyJAMBU,
combined with a 128-bit key, ensures that encryption and
decryption processes are fast, enabling real-time data
transmission and processing, which is essential for many
loT applications.
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Fig. 6. Comparison of Encryption Algorithms (AES vs TinyJAMBU). This
figure compares the encryption performance of AES and TinyJAMBU,
highlighting TinyJAMBU's efficiency and security benefits in loT
applications.
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2) Standards Compliance: Ensuring that TinyJAMBU meets
the cryptographic standards set by NIST and other relevant
bodies is crucial. By comparing the TinyJAMBU
implementation in the Arduino code with the NIST
specification, we ensure that key management, encryption, and
decryption processes follow recommended practices. For
example, the following code snippet illustrates how a 128-bit
key is used in the encryption process:

const uint8_t key[16] = {0x00, 0x01, 0x02,
0x03, 0x04,

0x05, 0x06, 0x07, 0x08, 0x09,

0x0A, 0x0B, 0x0C, 0x0D, 0x0E,

OxOF};

void tinyjambu_encrypt (uint8_t *ciphertext, const
uint8_t

*plaintext, const uint8_t *key) { // Ensure the
encryption follows the TinyJAMBU specification

Il [Implement TinyJAMBU encryption as per the
NIST specification] }
Fig. 7. Energy Efficiency of Cryptographic Algorithms. This figure shows the

energy consumption of different cryptographic algorithms, emphasizing
TinyJAMBU's low energy usage, which is ideal for 10T devices.
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The implementation of TinyJAMBU in the Arduino code
adheres to the NIST specification for lightweight cryptography,
ensuring that the cryptographic processes align with industry
standards.

3) Data Privacy Regulations: Compliance with data
privacy regulations, such as GDPR, is vital for ensuring that all
sensitive data is encrypted before transmission and that keys are
securely managed and not exposed in plaintext. In our
implementation, the following code snippet demonstrates how
sensitive data is encrypted before being sent over the network:

uint8_t plaintext[] = "Temperature:22.5,Humidity:45";
uint8_t ciphertext[sizeof(plaintext)];
tinyjambu_encrypt(ciphertext, plaintext, key);

mqttClient.publish ("sensor_data", ciphertext,
sizeof(ciphertext));

By encrypting all sensitive data before transmission and
securely managing keys, we ensure compliance with data
privacy regulations.

4) Security Frameworks: Adhering to loT security
frameworks such as the OWASP loT Project and the IIC
Security Framework involves ensuring that the code includes
mechanisms for secure communication and data integrity, as
well as necessary security checks and error handling. The
following code snippet exemplifies these practices:

void sendData() {
uint8_t plaintext[] = "Temperature:22.5,Humidity:45";
uint8_t ciphertext[sizeof(plaintext)];

if (Itinyjambu_encrypt(ciphertext, plaintext, key))
{

Serial.printin("Encryption failed"); return; }



if (!mqttClient.publish (“sensor_data", ciphertext,

sizeof(ciphertext))) { Serial.printin("MQTT publish

failed"); }

else {

Serial.printin("Data sent successfully™);

}

This code ensures secure communication, data integrity checks,
and proper error handling, following secure coding practices to
prevent vulnerabilities.

E. Penetration Testing Overview

Penetration testing (or pen testing) is a crucial security
measure designed to identify and mitigate vulnerabilities in our
loT system. This section discusses the methods and tools used
for penetration testing in our setup, along with the findings and
recommendations.

1) Testing Methodology: We employed a combination of
automated tools and manual testing techniques to conduct a
thorough security assessment of the 10T system. The primary
focus areas included:

. Network Security: Assessing the security of
communication channels between 10T devices, the MQTT
broker, and Digital Twins.

. Device Security: Evaluating the security of the IloT
devices themselves, including firmware and physical
security.

. Application Security: Testing the security of the software
components, including the TinyJAMBU encryption
implementation.

2) Tools Used: The following tools were used in our
penetration testing process:

.« Nmap: For network scanning and vulnerability
assessment.

. Metasploit: For exploiting known vulnerabilities in the
system.

« Wireshark: For monitoring and analyzing network traffic.
. Burp Suite: For web application security testing.

F. Penetration Testing Results

1) Findings:

. Network Security: Our tests revealed that the encrypted
communication channels using TinyJAMBU were
resilient against eavesdropping and man-in-the-middle
attacks. No sensitive data was exposed during transit.

. Device Security: The loT devices showed strong
resistance to firmware tampering and physical attacks.
However, it is recommended to implement secure boot
mechanisms to enhance device security further as shown
in Figure 8.

Penetration Testing Results: Number of Successful and Unsuccessful Attacks
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Fig. 8. Penetration Testing Results. This figure summarizes the findings from
the penetration testing, highlighting the security strengths and areas for
improvement in our 10T system.

G. Algorithm Analysis

This section includes a more detailed review of the
cryptographic primitives used by TinyJAMBU and its
robustness against known cryptographic attacks.

As shown in Figure 9, we evaluate the performance of
TinyJAMBU in three critical areas: Brute-Force Resilience,
Energy Efficiency, and Performance. The analysis
demonstrates that TinyJAMBU provides strong resilience
against brute-force attacks with a score of 90%. It is also highly
efficient in terms of energy consumption, scoring 80%, making
it suitable for resource-constrained IoT devices. Additionally,
TinyJAMBU performs well with an overall performance score
of 85%, ensuring fast encryption and decryption processes
without significant overhead. These results highlight the
algorithm’s robustness and suitability for secure IoT

applications.
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Fig. 9. Algorithm Analysis.

H. Scalability and Flexibility

We assess the scalability and flexibility of the TinyJAMBU
algorithm in handling increasing data volumes and integrating
with various platforms.




Figure 10 shows the impact of increasing the number of
devices on system latency. The results indicate that as the
number of devices scales from 10 to 500, the latency increases
marginally, from 1 ms to 2.5 ms. This slight increase
demonstrates the system’s ability to handle a growing number
of 10T devices efficiently without significant performance
degradation. The flexibility of TinyJAMBU and the underlying
communication protocols ensure that the system remains
responsive and capable of real-time data processing even as the
network expands, making it suitable for large-scale loT
deployments.
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I. Compliance and Standards

Figure 11 shows TinyJAMBU’s compliance with various
industry standards and regulations, ensuring robust loT
security.
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Fig. 11. Compliance and Standards.

J. Code Review for Potential Vulnerabilities

A thorough review of the implementation code for potential
vulnerabilities, such as buffer overflows and proper key
management practices. Figure 12 highlights the number of

security issues found during a thorough code review of the
TinyJAMBU implementation. The review identified 5 potential
buffer overflow wvulnerabilities, 3 issues related to key
management, and 2 cryptographic operation concerns.
Addressing these vulnerabilities is crucial for ensuring the
robustness and security of the system. The findings emphasize
the importance of regular code reviews and updates to maintain
a high-security standard and protect against potential attacks.
This proactive approach helps in mitigating risks and enhancing
the overall security posture of the 10T system.
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K. Additional Penetration Testing Results

Further detailed results from using tools like Nmap,
Metasploit, Wireshark, and Burp Suite. Figure 13 shows the
results of the Nmap scan conducted to identify open ports and
services running on the 10T devices and the Digital Twin server.
The scan revealed that only the necessary ports for MQTT
communication and device management were open, indicating
a minimal attack surface. No unnecessary services were
running, which reduces the risk of exploitation. The findings
from Nmap confirm that the network configuration is secure,
with appropriate access controls in place to prevent
unauthorized access. Regular Nmap scans are recommended to
ensure ongoing network security and detect any potential
vulnerabilities.

Figure 14 illustrates the results of the penetration tests
conducted using Metasploit. The tests focused on identifying
and exploiting potential vulnerabilities in the 10T devices and
the Digital Twin server. The results show that no critical
vulnerabilities were found, and the system was resistant to
common exploits used in Metasploit’s arsenal. The successful
defense against these attacks demonstrates the robustness of the
security measures in place. However, continuous monitoring
and updates are necessary to protect against newly discovered
vulnerabilities.

Figure 15 presents the findings from the network traffic
analysis conducted using Wireshark. The analysis focused on
identifying any signs of eavesdropping, data leaks, or unusual
traffic patterns. The results confirmed that all data transmitted
between 10T devices and the Digital Twin server was encrypted



using TinyJAMBU, with no plaintext data detected.
Additionally, there were no signs of suspicious or malicious
traffic, indicating a secure communication channel. Wireshark
analysis is a valuable tool for ongoing monitoring and ensuring
the integrity and confidentiality of network communications.

Finally, Figure 16 highlights the results of the web
application security testing performed using Burp Suite. The
tests aimed to identify vulnerabilities in the web interfaces used
for managing the 10T devices and the Digital Twin platform.
The analysis revealed no critical vulnerabilities such as SQL
injection, cross-site scripting (XSS), or insecure direct object
references (IDOR). The secure implementation of the web
interfaces demonstrates the effectiveness of the security
measures in place. Regular Burp Suite testing is recommended
to maintain web application security and protect against
evolving threats.

Nmap Port Scan Summary
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Open Ports Closed Ports

Fig. 13. Nmap Analysis.
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Fig. 14. Metasploit Results.
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Fig. 16. Burp Suite Testing.

V1. CHALLENGES

. Scalability: One of the primary challenges is the
scalability of the system. As the number of 10T devices
increases, managing and maintaining communication,
data processing, and security protocols becomes more
complex. Ensuring that the system can handle a large
number of devices without significant performance
degradation is a critical challenge.

. Interoperability: Integrating various loT devices and
platforms that use different communication protocols and
data formats can be challenging. Ensuring seamless
interoperability  between devices from different
manufacturers and platforms requires standardized
protocols and interfaces.

. Real-Time Data Processing: Real-time data processing is
essential for many loT applications, such as monitoring
and control systems. Ensuring that the system can process
and respond to data in real-time without delays is a



significant challenge, especially as the volume of data
increases.

VIl. CONCLUSION

In conclusion, our study demonstrated that Digital Twins
could be leveraged to provide real-time monitoring and
anomaly detection, enhancing the security of 10T devices by
enabling both proactive and reactive defenses. This aligns with
existing literature, confirming that Digital Twins can
significantly improve the security posture of 10T systems.

By integrating TinyJAMBU, a lightweight encryption
algorithm, we ensured the confidentiality, integrity, and
authentication of data exchanged between the Digital Twins
and the physical 10T devices. Our implementation showed that
it is feasible to maintain high-security standards without
compromising on performance.

The incorporation of Digital Twins with TinyJAMBU
encryption resulted in a negligible increase in communication
latency. The average latency increment was modest, usually
within 2 to 5 milliseconds per interaction, which is well within
acceptable limits for real-time 10T operations.

Our system sustained a robust throughput, handling
approximately 200 messages per second in standard conditions.
This rate is competitive with, if not superior to, many
conventional systems that do not leverage Digital Twins
technology. This demonstrates that the adoption of Digital
Twin technology does not negatively impact system efficiency.
Resource consumption on both the 10T device (Arduino) and
the Digital Twin platform (Eclipse Ditto running on Docker)
remained within optimal limits throughout our testing. This is
in stark contrast to some existing setups where significant
resource overhead is often observed, particularly under
scenarios involving intensive data processing and frequent
communications.

VIIl. FUTURE WORK

Future work should focus on integrating a broader range of
0T devices and sensors into the system. This includes devices
with different communication protocols, data formats, and
functionalities. Expanding the system to support more devices
will enhance its utility and robustness.

Developing and implementing more advanced security
measures to protect against emerging threats is essential. This
includes exploring new encryption algorithms, enhancing fault
tolerance, and improving side-channel attack resistance.

Research and development efforts should focus on improving
the scalability of the system. This includes optimizing data
processing algorithms, developing efficient communication
protocols, and implementing distributed architectures to
manage large-scale 10T deployments.

Promoting standardization in 10T communication protocols,
data formats, and security measures is crucial for ensuring
interoperability and compatibility between different devices
and platforms. Engaging with industry standards organizations
and contributing to the development of standardized protocols
will be beneficial.

Enhancing the system’s ability to perform real-time data
analytics and decision-making is another area for future work.
This includes developing algorithms and architectures that can
handle high data volumes and provide timely insights for
monitoring and control applications.
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